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The Rapidly Changing World of Digital Health
o The Conference themes
… tackling the digital divide
… service infrastructures, sustainability and inclusivity
… urban and rural
o This paper considers
… the ‘changing world’ of digital health [emphasising ‘health’ in its clinical and
wellbeing senses]
… the position of vulnerable, especially some older people in this changing world
… the nature of the digital divide and how it is being (or could be) impacted by
the changes

o Focus on people living ‘at home’ but also carries relevance to institutional settings
o Question posed regarding how well equipped social services are (in terms of staff
competences) to respond to the changes?
… and (new) competences are proposed
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The Digital Health Scene
for many Users of Social
Services
o All sorts of devices and services
with different technologies …
overlapping labels and terms
o Pressures for health and care
providers to deploy / buy-in in as
part of ‘care packages’
o Growing tensions at health and
social care interface re. issues of
health ‘decentralisation’, user
choice, empowerment and the
gathering / use of personal data
o ‘Side shows’ around e.g. the
Internet of Things (IoT) and robots
as ‘companions’
o Massive commercial push for
technologies in growing ‘markets’
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The Digital Health Scene
for many Users of Social
Services
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TELEHEALTH & TELEMEDICINE

Telehealth
Telemedicine

o But there is a wider picture!
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THE WIDER PICTURE – eHEALTH

eHealth

Telehealth

Telemedicine

eHealth: European Commission - the range of devices and services (based
on information and communication technologies) used to assist and
enhance the prevention, diagnosis, treatment, monitoring and management
of people’s health and lifestyles.
… closest to telemedicine – including EHRs (Electronic Health Records)
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THE OVERALL UMBRELLA – DIGITAL HEALTH

Telehealth
Digital
Health

eHealth

Telemedicine

o Digital health is the overall ‘umbrella’. But what’s within telehealth?
7/26

COURSE USP/VISI1 2021/22 SEMESTER ZS : DIGITAL HEALTH AND THE IMPACT ON HEALTH & CARE SERVICES
L6: CLINICAL TO PUBLIC AND PREVENTATIVE HEALTH: UNDERSTANDINGS OF EHEALTH, TELEMEDICINE, TELEHEALTH, MHEALTH & TELECARE

TELECARE

Telehealth
Digital
Health

Telemedicine

eHealth
Telecare

Telecare: Means by which technologies and related services, concerned with
people’s well-being and independent living, are provided for them regardless
of their location.
… a variant of the TQG telehealth definition – acknowledging the context of
its provision (within social care)
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mHEALTH

mHealth
Digital
Health

Telehealth
Telemedicine

eHealth
Telecare

mHealth (Mobile Health): WHO (2017) … medical and public health practice
supported by mobile devices such as mobile phones, patient monitoring
devices, personal digital assistants (PDAs) and other wireless devices
… but rapid development of devices make many definitions out of date!
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World of Digital Health: The Big Issues
o Ongoing stigma around age and illness
• Misfit of mindsets (inadequate attention to inclusion, enablement)
• Ethos (of another era) of service frameworks, embedded professional roles
• Mindsets ill-tuned to opportunities offered by some of the new technologies
o Design of technologies and their operational parameters
• Often responding to clinical rather than people / patient perspectives
• Seeming obsession with expanding the ‘medical gaze’ outside of institutions
• Crucial issues around personal data, monitoring and surveillance
• Need to recognise opportunity and threat of AI (essentially machine learning)
o Growth in instrumental views of health (assisted by the technologies)
• Seeing the body in fragments, potentially losing sight of the ‘whole person’
• Seeming obsession about surveillance and data collection (smart home / IoT)
• Belief(?) in providers’ right to decide around people’s health and lifestyles
o Growth in number, power and influence of private sector commercial bodies
• Some focused on personal data harvesting (and people’s ‘willingness’ to give)
• Avaricious approach to data for analysis, aggregation, re-use and profit
• Undermining welfare ethos (issues for care, consent, privacy, confidentiality)?
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World of Digital Health: Its Complicated! 1
o Keeping these matters in mind, we must turn to the key elements of this paper …
viz. what does it all mean (with vulnerable people in mind) for the
• The ‘digital divide’
• Skills and competences of social workers (professionals and practitioners)?
o Definitions of Digital Divide … indicate move from focus on access to ‘benefit’
(OECD 2001) 'Digital Divide' as 'the gap between individuals, households, businesses
and geographic areas at different socio-economic levels with regard both to their
opportunities to access information and communication technologies (ICT) and to
their use of the internet for a wide variety of activities’.
(Hilbert 2011) ‘The Digital Divide refers to the gap between those who benefit from
the Digital Age and those who do not’.

(European Commission – Eurostat 2019) The ‘Digital divide refers to the distinction
between those who have internet access and are able to make use of new services
offered on the World Wide Web, and those who are excluded from these services’ ..
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World of Digital Health: Its Complicated! 2
o Keeping these matters in mind, we must turn to the key elements of this paper …
viz. what does it all mean (with vulnerable people in mind) for the
• The ‘digital divide’
• Skills and competences of social workers (professionals and practitioners)?
o European Commission (2021) COM 118 ‘2030 Digital Compass: The European Way
for the Digital Decade’
• Concerned for ‘empowered citizens and businesses’
• Notes a ‘new digital divide’ (not just between urban and rural – partly due to
the COVID-19 pandemic exposing a new digital poverty) ‘but between those
who can fully benefit from an enriched, accessible and secure digital space
with a full range of services; and those who cannot.
• Seek a digital society in 2030 where ‘no one is left behind’
o Significant is that digital health is cited …
• ‘Digital technologies can empower citizens to monitor their health status,
adapt their lifestyles, support independent living’ … adding the need for
‘digitally empowered capable citizens’ and ‘a digitally skilled workforce’
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World of Digital Health: Digital Inclusion!
o Digital inclusion as a key to reducing
the digital divide?
o Interesting new (open) paper from
Trish Greenhalgh team (Oxford
University) on issues for digital
inclusion in context of UK remote
consultations (e.g. following the
rapid increase during the COVID-19
pandemic).
https://www.frontiersin.org/article
s/10.3389/fdgth.2021.726095/full
o Points to complexity of health
professional or practitioner
relationship with patients and …
o The implications for working ‘face to
face’ online instead of in-person –
various themes ..

EUC, Prague
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World of Digital Health: Remote Consultation Themes
Drawing from and building on Greenhalgh et al (2021)

o Patients getting access for appointments
o Efficacy of remote assessment (needs, risks)
o New ways of interaction, including
asynchronous (emails, texts)
o Patients / service users ‘playing the system’
to avoid algorithm-based decisions
o Overall organisational (provider) efficiency
o (Lack of) understanding the home and
family context
o Continuity of care
o Sensitivities around privacy
o Appropriateness, etc. of digital technologies
that are available to patient / service user
o Interoperability of technologies
o Staff wellbeing
o Disadvantaging of certain vulnerable groups

Hospital Healthcare AU
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Digital Health & the Digital Divide: The Omens! 1/4
o Reducing the Digital Divide (especially for vulnerable
people)
• ‘Yes’ - possibilities … but also barriers and threats
o Broadband networks are extending [97.4% coverage
according to EU Digital Economy and Society (DESI) Index]
• but many households not linked
• many networks only offer limited bandwidths
• issues of affordability of access
o Issues for all people (but disproportionately for those who
are / may be vulnerable)
• unaffordability of equipment and service costs
• anxiety about technologies (and ability to use)
• resentment when ‘forced’ towards digital services
• concerns about ‘lock-in’ with service providers
• complexity of contracts
• concerns around sharing and use of personal data
• cybersecurity risks
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Digital Health & the Digital Divide: The Omens! 2/4
o Poor product design
• small (touch) screens
• limited language options
o Prioritisation of commercial agenda
• sales rather than service
• changes in features and functions
o Existing inequalities
• current poverty (incomes and debt, poor housing,
homelessness) and other priorities (survival, food,
heating, etc. for self and family)
• ‘legacy’ poverty - experience of exclusion, stigma and
prejudice (low morale and motivation, internalised
negative self-view, lack of recognition of value of own
knowledge, capabilities and lived experience)
• rurality, remoteness, geographical separation
• literacy (and digital literacy)
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Digital Health & the Digital Divide: The Omens! 3/4
o Personal (household / family) factors
• age (in older age, need might be greater
but why bother with digital
technologies?)
• living alone (whether or not socially
isolated) and limited guidance / support
• gender (greater vulnerabilities for
women … by age, legacy income, etc.)
• availability of (informal) care and
support
• work experience (with / without digital
technologies)
• lonely (taking account of inclusion,
family, social and economic context)
• physical disability (e.g. mobility,
dexterity), sensory and cognitive
impairment
• mental health challenges

Open Government UK
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Digital Health & the Digital Divide: The Omens! 4/4
o Community and wider factors
• access (+ transport) to shops, workplaces, learning /
training opportunities, leisure facilities, etc.
• service, information / advice availability
• personal security and safety

o Impact of COVID … exacerbating all the above
o Human rights (e.g. as highlighted by Age Platform Europe)
in response to UN consultation (August 2021) on
‘Opportunities and Challenges of New and Emerging
Digital Technologies’
• issues of safety, autonomy, privacy and equal
treatment
• need for ‘explicit obligation for states
to ensure access to support in old age
• call for discussion about the human rights
implications of increasing use of technologies in the
care of older people

Insight Media
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Closing the Digital Divide: Promoting Inclusion
o Very difficult to see how the digital divide can be reduced (let alone obviated) in
this context
• except for the availability of broadband networks
o No sign of commercial desire to offer sustainable ‘solutions’ with the needs of
more vulnerable people (and ipso facto to promote digital inclusion) in mind. It’s
easier to …
• promote, sell and profit from new devices, features, etc. for a wider market
where vulnerable people are overlooked (fad and fashion rather than need)
• believe that the problem lies in vulnerable people themselves (e.g. for being
poor, older or otherwise less able / digitally literate) rather than shortcomings
in product or service / system designs
o Whither social services in this digital health context? Questions about the role of
social services (social care, etc.) for vulnerable people - around
• the nature of assessments, support, care, information/guidance and advocacy
• staff competences for digital health (skills + knowledge + attitudes)
• the manner and detail of procurement (where needed) of devices and the
provision of digital health services
• the ‘fit’ of digital health within the wider frame of service provision
19/26

Pointers to Social Services Staff Competences: Intro
o Social services considered here as an ‘umbrella’ that covers - social workers, social
care staff, community workers, telecare and telehealth operational staff,
occupational therapists, health assistants …
o Competences = Knowledge + Skills + Attitude & Ethos needed in five areas [NEXT SLIDES]
• Must build on the essentials already in place … but new knowledge and skills
are (and will continue to be) necessary
• Implications for staff professional and practitioner training (including ‘on the
job’ learning/training) and qualifications
• Implications for staff roles (and ways of viewing those roles, the assessment of
risk and obtaining of consent)
• Greater strength necessary in respect of social services / social care
contribution to health (and need for greater recognition)
• No distinction at this point between senior (policy and management oriented)
and operational (practitioner) staff
Note that this appraisal builds on Fisk, Woolham and Steils (2020) ‘Knowledge and
Skills Sets for Telecare Service Staff in the Context of Digital Health’ accessible at
https://journals.ukzn.ac.za/index.php/JISfTeH/article/view/2099
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Pointers to Social Services Staff Competences 1
o Broad Understanding of Digital Health Services
• Knowing how digital health services have evolved and are evolving – including
the essential differences between services that carry the labels telehealth,
telemedicine, telecare and mHealth
• Knowing the relevance of digital health services for different health, social and
community contexts
• Understanding, in general terms, the political, social and commercial factors
that influence digital health services
• Understanding the ways in which digital health services, in different contexts,
can help or hinder digital inclusion

Lifeline24 UK
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Pointers to Social Services Staff Competences 2
o Ethos and Approach
• Recognising the relevance of digital health services for
service users with different health and care needs
• Having good knowledge and ability to assess health
and care needs, and associated risks, in the family,
cultural and community contexts
• Understanding the primacy of service users with
regard to preferences, choices and service options
(including those not classified as digital health)
• Understanding the ethical issues around consent and
how this right needs to be exercised in the digital
health context (e.g. in respect of data gathered, how
they are used and the potential impact on privacy and
confidentiality)
• Understanding the merits and demerits of digital
health for changes in the nature and frequency of
direct personal contact with health and social care
services
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Pointers to Social Services Staff Competences 3
o Having Confidence in Digital Health Technology
• Having at least basic digital literacy skills that are evident through use of the
Internet and personal use of a computer, smart phone or similar devices
• Having broad knowledge of the range of digital health technologies available
to health and social care service users and/or able to be deployed (ranging
from computers and smart phones to wearables and voice assistants)
• Being able to assist or access appropriate assistance for provision, installation,
configuration and control (by users) of digital health technologies including
those required for tele- or video-consultations
• Being aware and able to guide others regarding necessary safeguards against
viruses and cyber-threats
• Understanding the importance of interoperability and its significance to the
sourcing of devices and their linking to digital health services
• Being able to ensure or undertake (with necessary training, etc.) the checking
(testing), cleaning, installation and replacing of batteries for devices
• Recognising the importance of independent training (i.e. aside from
‘instructional’ perspectives from e.g. manufacturers) around digital health
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Pointers to Social Services Staff Competences 4
o Having Confidence in Data and Information
• Being organised and diligent when gathering and recording information
(including data) whether or not digitally
• Understanding in broad terms how data is used within digital health services
(including through the use of algorithms for data analysis)
• Understanding in broad terms the meanings associated with Artificial
Intelligence (including machine learning), the Internet of Things (IoT), smart
technologies, smart homes and communities
• Knowing the importance that attaches to the privacy and confidentiality of
personal data
• Knowing where and when it is permissible to share data
o Respecting Regulations and Standards
• Understanding the importance of appropriate regulations and standards and
where adherence to these is necessary
• Ensuring that competence is maintained to help facilitate accordance with
regulations and standards when audited
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Round Up
o The Digital Health agenda is complex and rapidly changing
o The place of social work / social services needs to be more clearly established
… especially in view of
• the likely affect on the Digital Divide (not readily leading to its reduction)
• the likely ongoing exclusion / marginalisation of vulnerable people – in all
geographical contexts (urban and rural)
• the disproportionate impact on some people with particular personal
circumstances (relating to gender, age, disability, ethnicity, etc.)
o The importance of upskilling (development of competences, growth in
knowledge of Digital Health) of social work / social services staff in five areas
◊ Broad Understanding of Digital Health Services
◊ Ethos and Approach
◊ Having Confidence in Digital Health Technology
◊ Having Confidence in Data and Information
◊ Respecting Regulations and Standards
o Ultimately, an opportunity for social work / social services to shape and steer
this important agenda ..
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Dékuju moc – Thank you very much

